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Abstract

e [deally, what confuses neural network should be confusing to humans.

e [ixperiments with adversarial examples show that imperceptible noise
can change the prediction.

e 'To address this gap in perception, we propose a novel approach for learn-
ing robust classifier.
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Main idea
Adversarial examples for the robust classifier should be indistinguishable
from the regular data of the adversarial target.

Previous Work

e Adversarial Training (AT) (Goodfellow et al. 2015).
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e Margin Maximization (Matyasko et al. 2017).
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Robust Optimization
Robust optimization seeks a solution robust to the worst-case input perturbations:
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where L is a training loss, r; is an arbitrary (even adversarial) perturbation for the input «;, and ¥; is an uncertainty set, e.g. [,-norm e-ball

2017 (Margin) defenses.

e We measure robustness p as follows paav(f) = ﬁ EXGD

Numerical Experiments

“'—}f” where D is a test set.
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e We train two models and compare our method with Goodfellow et al. 2015 (AT), Miyato et al. 2015 (VAT), and Matyasko et al.

e To generate adversarial noise, we use Moosavi-Dezfooli et al. 2016 (DeepFool), Carlini et al. 2016, and the proposed attack.
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Our Approach Perceptual Experiments

Classifier is robust if its adversarial examples are indistinguishable from the regular data of the adversarial target. So, the changes introduced Cf. f} i-’ 33:7 f—: f-; t? 7 & e 'To additionally study various defenses, we ask human annotators on M'Turk to label adversarial images.
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Adversary Critic Classifier and Adversarial Attack

Column 2: shows percent of adversarial images which human annotator label with its adversarial target, so adversarial noise changed
the “true” label of the input. Column 3: shows percent of the adversarial images which human annotator label with its original label,
so adversarial noise did not change the underlying label of the input.
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e The objective for the adversary critic is to distinguish be-
tween natural and adversarial examples.

e The objective for the classifier f is to correctly classify regular examples subject to
that its adversarial examples confuse the critic D:

(reals | N

adv

(realy |

advy LUf, D7) = min Eg o) £0F (@), y)+ Sheet of Adversarial Examples
A Z By ytuBanpyz | y) 108 Dy, (Af(Z; yr))]

Yk

where A((x,y;) is the targeted adversarial attack on the classifier f which trans-
forms the input x to the adversarial target y;.

e We implement a multiclass adversary critic as a k-output
neural network with the objective for the k-output to dis-
tinguish between natural and adversarial examples for the
target k: D
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where As(x, yy) is the targeted adversarial attack on the
classifier f which transforms the input @ to the adver- T
sarial target y.. Note that the second term in the above
equation is computed by transtorming the regular inputs
(T, y) ~ Paata (x, y) with the original label y different from
the adversarial target y;.
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e To improve stability of the adversarial mapping during training, we introduce ad-
versarial cycle-consistency constraint:
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where vy, is the original label of the input and v, is the adversarial target.

e 1o attack the model, we use an iterative attack with an update rule:

\/ . log C' — log pi(x)

e To improve stability of the critic, we also add the gradient [ |V log pi(z)|
penalty to its objective (Gulrajani et al. 2017).
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where C' is the target confidence.




